Securing Wireless Networks & Managing Wi-Fi Performance
Part 1: Office Roleplay Dialogue

Scenario: An IT Technician, Jake, is helping his colleague, Rachel,
secure the office Wi-Fi network and troubleshoot some connectivity
issues.

Rachel: Hey Jake, some employees are having trouble connecting to
the Wi-Fi in the conference room. Do you think there’s a security or
network issue?

Jake: It could be both. First, let’s check the SSID (Service Set
Identifier) settings. If employees are accidentally connecting to an
old or unauthorized SSID, they might experience connection
problems.

Rachel: That makes sense. But how do we prevent unauthorized
devices from connecting to our network?

Jake: We use MAC filtering, which allows only approved devices to
connect. Each device has a uniqgue MAC address, and we can create a
list of trusted devices.

Rachel: That’s a good security measure. I’ve also heard about WPA3
(Wi-Fi Protected Access 3). Are we using it?

Jake: Yes, WPA3 is the latest security protocol for Wi-Fi. It provides
stronger encryption and better protection against cyberattacks
compared to older versions like WPA2.

Rachel: That’s great. But is it possible that someone is setting up
unauthorized Wi-Fi networks?



Jake: Yes, and that’s where rogue AP detection comes in. Arogue
access point (AP) is an unauthorized Wi-Fi router that someone
installs without IT approval. We regularly scan the network to detect
and block them.

Rachel: That’s a good way to keep our network secure. But what
about the connectivity issues? Could they be caused by something
else?

Jake: It’s possible. Signal interference from other electronic devices
or even neighboring Wi-Fi networks can weaken our connection. I’ll
check for interference and adjust our router settings if needed.

Rachel: Thanks, Jake! | appreciate the help.

Jake: No problem! I’ll update our security settings and monitor the
network for any unauthorized activity.

Part 2: Comprehension Questions

1. What does SSID stand for?

(A) Secure System Identification Data
(B) Service Set Identifier

(C) Smart Security Internet Device
(D) Server Signal Input Directory

2. What is the purpose of MAC filtering?
(A) To allow only approved devices to connect to the Wi-Fi
(B) To speed up file downloads

(C) To improve mobile battery life

(

)
D) To make passwords shorter



3. How does rogue AP detection help secure a network?
(A) It increases internet speed

(B) It blocks all email phishing attempts

(C) It encrypts office files

(D) It detects unauthorized access points

4. What does signal interference affect?

(A) The amount of data stored on a hard drive

(B) The security of an employee’s password

(C) The strength and stability of a Wi-Fi connection
(D) The ability of employees to log in to their accounts

Part 3: Key Vocabulary Definitions in Japanese

1. SSID (Service Set Identifier) (¥ — & 2 & v b #AF) - Wi-Fi +
v P — 7 DYHT RGNS 570D T X,

2.MAC Filtering(MAC 7 FL A7 4N E Y v I -{EEIN/=T
NAZADMACT FLADH%Z Wi-Fi v b7 — 7 ICEH#HE T &
5E91F5%F Y T 4 BEEE,

3. WPA3 (Wi-Fi Protected Access 3) (Wi-Fi 7’ r 5757 v FT7 7%
A 3)-Wi-Fix v b7 — 7 % {RET 2720 DRITDOEF 2 T

478 Fan,



4.Rogue AP Detection (RIET 7 AR A4 v FRH)-FFrf T
WZRWWIi-Fi V=2 —%FH L, 2 v b7 =205l 55
AEo

5. Signal Interference (f§ 5 T¥5) - fth O B T &5 Wi-Fi & v
7 — 71 X o T Wi-Fi B 08 AN ZEIT 7e 2 BIR,

Part 4: Questions & Correct Answers

1. What does SSID stand for?
(B) Service Set Identifier

2. What is the purpose of MAC filtering?
(A) To allow only approved devices to connect to the Wi-Fi

3. How does rogue AP detection help secure a network?

(D) It detects unauthorized access points

4. What does signal interference affect?
(C) The strength and stability of a Wi-Fi connection



