Securing Endpoints: Protecting Company Devices
Part 1: Office Roleplay Dialogue

Scenario: An IT Technician, Ryan, is helping a new employee, Olivia,
set up endpoint security measures on her company laptop.

Olivia: Hi Ryan, thanks for setting up my laptop. Are there any security
policies | should know about?

Ryan: Yes, we have several endpoint security measures in place. First,
we use EDR (Endpoint Detection and Response) to continuously
monitor and respond to security threats on all company devices.

Olivia: That sounds useful. How does it work?

Ryan: EDR analyzes activity on your laptop and detects unusual
behavior, such as potential malware infections or unauthorized
access attempts. If it finds something suspicious, it alerts our SOC
(Security Operations Center), where our cybersecurity team
investigates threats.

Olivia: Got it. So, does that mean any software | install will be
automatically checked?

Ryan: Exactly. We also use whitelisting, which means only approved
applications can run on company devices. This prevents employees
from accidentally installing harmful programs.

Olivia: That makes sense. But what happens if a file looks suspicious?



Ryan: In that case, it goes through malware sandboxing. This
process runs the file in a controlled environment to see if it behaves
like malware before allowing it to execute on your system.

Olivia: That’s a great security measure! And how do you keep track of
all these security events?

Ryan: We use SIEM (Security Information and Event Management),
which collects and analyzes security data from all our systems. It
helps detect patterns and potential threats before they cause serious
issues.

Olivia: | see! So, with EDR, whitelisting, sandboxing, and SIEM, my
device should be well-protected.

Ryan: Exactly! Just remember to report anything suspicious, and
you’ll be fine.

Olivia: Thanks, Ryan! | feel much more confident about our security
now.

Part 2: Comprehension Questions

1. What does EDR do?
(A) It manages email encryption

(B) It monitors and responds to security threats on company devices
(C) It improves internet speed

(D) It prevents pop-up advertisements

2. Why is whitelisting important?

(A) It ensures that only approved applications can run

(B) It speeds up file downloads



(C) It allows any software to be installed freely
(D) It prevents the computer from connecting to Wi-Fi

3. How does malware sandboxing work?

(A) It blocks all suspicious emails automatically

(B) It runs a suspicious file in a controlled environment to check for
threats

(C) It deletes all files that look suspicious without checking them
(D) It prevents employees from opening email attachments

4. What is the role of SIEM?

(A) It stores employee login credentials

(B) It makes all company software run faster

(C) It scans USB drives for viruses

(D) It collects and analyzes security data to detect potential threats

Part 3: Key Vocabulary Definitions in Japanese
1. EDR (Endpoint Detection and Response) (T v F+& 4 v F &H
EXIR) - DEDIARZ AL, AEFELRBE 28I L OIS
¥l T 4 VAT L,
2. Whitelisting (F7 4 PV RXT 4 V- KB IN=T 7Y 7 —
YavOLEFRITTELLIICTE2EF2Y 7 40K,



3. Malware Sandboxing (¥ vV =7 « ¥V FKR v 7 2{L)-%
LW 7 ALZREEINRIECEITL, BEOH28)Fx T
AR T 5 7 a v A,

4.SOC (Security Operations Center) (2 ¥ =2 V 7 4 & v £ —)
P AN—%F 2 ) T 4 OEH LIS ELT O HEE,

5. SIEM (Security Information and Event Management) (2 ¥ = J
TAER - ARVIEE)-SFIXFTAhLRATL0bEF2 )
TAT—=2%INE - WL, BEEREST S AT L,

Part 4: Questions & Correct Answers

1. What does EDR do?

(B) It monitors and responds to security threats on company
devices

2. Why is whitelisting important?

(A) It ensures that only approved applications can run

3. How does malware sandboxing work?

(B) It runs a suspicious file in a controlled environment to
check for threats

4. What is the role of SIEM?

(D) It collects and analyzes security data to detect potential
threats



