Managing loT Devices in the Workplace
Part 1: Office Roleplay Dialogue

Scenario: An IT Technician, Jake, is working with his colleague, Lisa,
on managing and configuring loT devices in the office.

Lisa: Hey Jake, | just got a notification that some of our conference
room loT devices aren’t responding. Do you know what’s going on?

Jake: Let’s check the system. The smart sensors in the conference
room control lighting and temperature. If they aren’t responding, there
might be a network issue or a power disruption.

Lisa: That makes sense. Could it be a problem with the way the data is
processed?

Jake: Possibly. These loT devices rely on edge computing, meaning
they process data locally rather than sending it to the cloud. If the
edge device is down, the sensors won’t function properly.

Lisa: | see. Would a firmware update help fix this?

Jake: Yes, definitely. Firmware updates improve performance and fix
security vulnerabilities. I’ll check if there’s a new version available for
these sensors.

Lisa: Sounds good. What about connectivity? These devices don’t use

Wi-Fi, right?

Jake: Correct. Many loT devices communicate using the Zigbee
protocol, which is a low-power wireless system designed for smart
devices. If the Zigbee network is down, that could explain the issue.



Lisa: That’s helpful to know. Also, we just received some new loT
devices for the warehouse. How do we add them to the system?

Jake: We need to go through device enrollment, which means
registering the new devices in our lol management system. That way,
they can be monitored and controlled remotely.

Lisa: Got it. I’'ll restart the sensors while you check the network and
firmware updates.

Jake: Sounds like a plan. Let’s get these loT devices back online!

Part 2: Comprehension Questions

1. What do smart sensors control in the conference room?
(A) Employee attendance

(B) Internet speed

(C) Lighting and temperature

(D) Email security

2. What is the role of edge computing in loT devices?
(A) To store passwords securely

(B) To improve Wi-Fi connectivity

(C) To process data locally instead of sending it to the cloud
(D) To prevent hacking attacks

3. Why is a firmware update important?

(A) It improves device performance and security
(B) It increases battery life indefinitely

(C) It allows loT devices to work without electricity
(

)
D) It connects lol devices to smartphones



4. What does device enrollment involve?
(A) Setting up new employee email accounts
(B) Turning off security cameras at night

(C) Registering new lol devices in the system
(D) Installing new antivirus software
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Part 4: Answers



1. What do smart sensors control in the conference room?
(C) Lighting and temperature

2. What is the role of edge computing in loT devices?

(A) To process data locally instead of sending it to the cloud

3. Why is a firmware update important?

(C) It improves device performance and security

4. What does device enrollment involve?

(C) Registering new loT devices in the system



